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RISK SCORE RISK SCORE BENCHMARK  ILLUSTRATIVE DATASET

63 64 typical for Finance - DK - 50-250 employees “» 1point below peers
/100

Moderate — VOLUME (35%) SEVERITY (35%) CONCENTRATION (20%) SECTOR (10%)

fo) meaningful exposure
that should be . X | L | . |
addressed 99% 49% 16% 85%

KEY FIGURES

Headline numbers

Low exposure — maintain current controls.

1,922,295 o) 7,371 A 19,032 P 26,403
FILES SCANNED HIGH-RISK FILES RISK FILES IZ{:;Q;:'SK

¥ Only 1% of the 1,922,295 files scanned are flagged, but the 7,371 high-risk items represent meaningful exposure for a mid-sized Danish
financial firm where each CPR-bearing document carries enforcement weight.
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DISTRIBUTION

Files by risk level

@ High-risk 7,371 (28%)

@ Risk 19,032 (72%)

¥ Within the at-risk set, medium-risk files (19,032) outweigh high-risk files (7,371) roughly 2.6:1, meaning the workload splits between focused
remediation of a severe 7,371-file core and broader cleanup across a wider tier. The high-risk count is large enough that a single mailbox
compromise would likely trigger Article 33 notification analysis. For context, 1,895,892 no-risk files were also scanned.
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ﬁ; EXECUTIVE SUMMARY

Acme A/S registers a composite risk score of 63/100 (grade C) across 1,922,295 files scanned, with
7,371 high-risk files and 19,032 medium-risk files flagged — roughly 1% of the estate (26,403 of
1,922,295) but a materially concentrated 1% from a GDPR Article 5(1)(c) data minimisation
perspective. The remaining 1,895,892 files are clean, which confirms the issue is not scale but the
persistence of sensitive content in unmanaged locations. For a 125-person Danish financial
institution, this is a mid-band exposure that Datatilsynet would expect to see actively remediated, not
tolerated.

The most material findings are the concentration of risk in Outlook (6,904 high-risk and 18,220
medium-risk items), the presence of 5,711 high-risk DK CPR identifiers, and the dominance of aged
content — 15,234 risk files sit in the >5-year bucket, a direct challenge to Article 5(1)(e) storage
limitation. Exposure is also concentrated: userO1@acme.com alone holds 2,322 high-risk and 3,829
medium-risk files, and the top three users account for the majority of severe findings. Contracts
(1,558 high-risk) and Email (1,228 high-risk) are the dominant categories, consistent with a finance
back-office where client onboarding, AML files, and counterparty correspondence accumulate in
mailboxes.

Article 9 special-category data is present at volumes inconsistent with a finance-sector data map:
20,172 Health information hits, 4,031 Ethnic origin hits, and 790 Sexual orientation hits. Finance does
not typically rely on Article 9 — but health data can appear in insurance underwriting, pension files,
and medical-leave HR records, and those workflows should be audited rather than assumed absent.
Datatilsynet can recommend administrative fines to the public prosecutor, and Danish courts have
issued GDPR fines exceeding 1m DKK against both public and private controllers; the upper tier under
Article 83(5) reaches the higher of €20m or 4% of global turnover. Unencrypted CPR in mailboxes is
singled out by Datatilsynet as a high-risk identifier and a common cause of reported breaches.

Acme A/S sits in the 50-250 employee band with 35 active and 8 non-active users, meaning a small
number of mailbox owners drive almost the entire risk profile. Sector-typical drivers compound this:
finance regulators (Finanstilsynet alongside Datatilsynet) expect retention schedules under the
Databeskyttelseslov to be reconciled with AML and sector retention rules before deletion. The
combination of aged Outlook content, CPR-heavy contracts, and unaudited Article 9 hits is the
central programmatic problem.
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DOCUMENT AGE

How old are the risk files?

High-risk and risk files combined, grouped by age bucket.

21,079 risk files are 2 years or older — consider a retention review.

16K ]

12K
8K

4K+

3 years 4 years > 5 years

¥ The age profile of the 26,403 at-risk files is dominated by the >5-year bucket (15,234 files), with only 1,687 under one year — a direct
Article 5(1)(e) storage-limitation problem.

LOCATIONS

Where the risk lives

B} Outlook 25,124 files

High: 6,904 Risk: 18,220 Active users: 33

@ OneDrive 1,262 files
aa——
High: 467 Risk: 795 Active users: 26

) SharePoint 17 files

High: 0 Risk: 17 Active users: 1

¥ Outlook concentrates the risk (6,904 high-risk, 18,220 medium-risk) across 33 active users; OneDrive adds 467 high-risk and SharePoint is
effectively clean (0 high-risk, 17 medium).
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IDENTIFIERS

High-risk identifier categories

DK CPR numbers 5,711 files
Bank cards 1,247 files
)

DK Passports 818 files
D

DK Driver’s licenses 264 files
L)

UK Passports 61 files
e

UK National insurance numbers 10 files

¥ DK CPR (5,711 high-risk) is the overwhelming identifier driver, followed by Bank card (1,247) and DK Passport (818); Datatilsynet treats
unencrypted CPR in mailboxes as a high-risk finding in its own right.

COUNTRY IDENTIFIERS
Danish CPR numbers (personnummer) are singled out by Datatilsynet as high-risk identifiers. Unencrypted CPR in mailboxes or shared
drives is a common cause of reported breaches.
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KEYWORDS

Risk keyword signals

Words and identifier values that pattern-matched against the GDPR keyword library across the scanned files. Use

this to spot the categories driving exposure and the languages your data is held in.

44,780 393

Total keyword hits Unique keywords

Total times any flagged keyword was matched
across all scanned files.

Distinct keyword values matched. An identifier
value (e.g. a specific CPR number) counts as
one keyword.

Top 20 keywords
KEYWORD

CPR da_DK

covid da DK

Covid-19 da_ DK

french en GB

misbrug da DK

hearing en GB

health en GB

CPR-nummer da_DK

discharge en GB

Operation da_DK

corona da_DK

overtraedelse da DK

steevning da DK

oplysningspligt da DK

covid enGB

fraud en GB

German en_GB

COVID-19 enGB

fedselsdato da_DK

sygdom da DK

2

Languages found

Number of languages the matched keywords
span (e.g. Danish and English).

CATEGORY HITS

Other 5,247

Health information 3,370
Health information 2,933
Ethnic origin 1,539
Health information 1,533
Health information 1,430
Health information 1,360
Other 1,090

Criminal offences 1,043
Health information ~ 942
Health information ~ 939
Criminal offences 888
Criminal offences 846
Criminal offences 779
Health information 758
Criminal offences 757
Ethnic origin 680

Health information ~ 643
Other 576

Health information 574

< Danish-language signals dominate (CPR x5,247, covid x3,370, Covid-19 x2,933 in da_DK) alongside English-language fraud, money

laundering and health terms — consistent with bilingual finance workflows.
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ARTICLE 9

Sensitive personal data found

Health information 20,172 hits
Sexual orientation 790 hits
-

Trade union 268 hits
.

Genetic data 0 hits

Ethnic origin
caEEs———

Political opinion
-

Religion

Biometric data

4,031 hits

713 hits

6 hits

0 hits

¢ Health information (20,172 hits) is the dominant Article 9 category, well ahead of Ethnic origin (4,031) and Sexual orientation (790) — unusual
for finance and likely originating in pension, underwriting or medical-leave HR records.

@ REGULATOR GUIDANCE

Finance does not typically rely on Article 9 — but health data can appear in insurance underwriting, pension files, and medical-leave HR

records. Audit those workflows rather than assume they are absent.

Who carries the most exposure

ACCOUNT

userO1@acme.com
user02@acme.com
user03@acme.com
user04@acme.com
userO5@acme.com
user06@acme.com
userO7@acme.com
user08@acme.com
user09@acme.com

userlO@acme.com

HIGH RISK

2,322

1,251

996

133

109

94

92

88

82

42

Showing the top 10 accounts by exposure. 25 additional accounts not displayed — the full list still informs the Al analysis below.

RISK

3,829

1,308

3,013

307

499

619

473

479

324

135

NO-RISK

212,885

185,226

214,308

28,184

24,671

55,933

64,139

34,200

35,284

29,733

=¥ Exposure is highly concentrated: user01, user02 and user03 together hold 4,569 of the 7,371 high-risk files, meaning targeted intervention

with three mailbox owners would move the composite score materially.
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DOCUMENT CATEGORIES

Risk by document category

Other Documents

Contracts

Email

Human resources
Financial documents .

Governance

Real Estate ,I

Personal identification _|
documents

Compensation documents

Operational- and financial |
leasing agreements

Corporate documents

Invoices and receipts -

T T T 1
0 5000 10000 15000 20000

B High I Risk

3¢ Other Documents (2,455 high-risk), Contracts (1,558 high-risk) and Email (1,228 high-risk) dominate, with HR (870 high-risk) and Financial
documents (678 high-risk) close behind — a classic finance back-office distribution.

CONCLUSION

What this means for you

e The composite 63/100 score for Acme A/S is driven by three reinforcing problems: 15,234 risk files
older than five years, 5,711 high-risk DK CPR identifiers, and 7,371 high-risk files concentrated in
Outlook and in three mailboxes. The immediate priorities are Recommendation 6 (review and
minimise long-term inbox retention, reconciled against AML and Finanstilsynet retention rules before
deletion), Recommendation 4 (apply DLP policies to mailboxes and shared drives to prevent further
CPR accumulation under Article 32), and Recommendation 3 (train the three exposed mailbox
owners who hold the bulk of the high-risk volume). Recommendation 8 — re-running this
assessment quarterly — is how Acme A/S evidences accountability under Article 5(2) to Datatilsynet
over time.
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RECOMMENDATIONS

Next actions, in priority order

FROM SAFE ONLINE

Tools that can help with what you found

.
Iy

DataMapper

Continuously scans Microsoft 365,
Google Workspace and network shares
for files containing personal data. Each
employee gets their own list of flagged
files to delete, move, or approve.

RELEVANT TO YOUR SCAN
7,371 high-risk - 19,032 risk files to triage.

Learn more 7

.

<

ShareSimple

An Outlook add-in that replaces plain
email attachments with encrypted, audit-
logged links. Recipients open files via a
verified one-time link — no install
required.

RELEVANT TO YOUR SCAN

DK CPR (5,711) + Bank card (1,247) driving
identifier risk.

Learn more 7

1 Add your users so they can clean up identified risk files

<

Assignments

Assign GDPR training to the people
carrying risk in this report. 50+ built-in
courses plus an Al builder that generates
tailored courses from any topic or
document.

RELEVANT TO YOUR SCAN
3 users hold ~62% of high-risk files.

Open Training

= Generate training from these

findings

DATAMAPPER

user01, user02 and user03 collectively hold 4,569 of the 7,371 high-risk files. Adding them to Datamapper with assigned cleanup

queues will move the composite score faster than any other single intervention.

Open DataMapper >

2 Minimise sensitive data being shared externally

SHARESIMPLE

With 5,711 CPR-bearing high-risk files and 1,247 bank-card findings, route external transmissions through Sharesimple rather than

ad-hoc email attachments. Datatilsynet treats unencrypted CPR in mailboxes as a standalone high-risk finding.

3 People handling sensitive data should be properly trained

ASSIGNMENTS

Targeted training for the top ten users who collectively account for the majority of the 7,371 high-risk files. Focus on CPR handling,

AML correspondence hygiene, and Article 9 Health data appearing in HR medical-leave records.

Open Training module >

4 Apply DLP policies to mailboxes and shared drives

PROCESS

Outlook holds 6,904 high-risk and 18,220 medium-risk files; OneDrive adds 467 high-risk. DLP rules detecting DK CPR, DK Passport
and Bank card identifiers will stop net new accumulation while remediation runs and demonstrate Article 32 technical measures.

5 Restrict external sharing of high-risk locations

PROCESS

Lock down external sharing on the OneDrive accounts of the top three users and on any SharePoint sites used for client onboarding.

Current SharePoint exposure is minimal (0 high-risk) and should be kept that way.
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6 Review and minimise long-term inbox retention PROCESS

15,234 risk files sit in the >5-year bucket — a direct Article 5(1)(e) issue. Document a retention schedule under the
Databeskyttelseslov that reconciles GDPR minimisation with AML and Finanstilsynet retention obligations, then enforce mailbox
archive deletion against it.

7 Send sensitive data via secure channels only PROCESS

Establish that CPR, bank card numbers and Article 9 Health information leave the organisation only via encrypted/secure transfer.
The 1,228 high-risk emails indicate this is currently not enforced.

8 Re-run this assessment quarterly ASSESSMENT

Quarterly reassessment is how Acme A/S evidences accountability under Article 5(2) and tracks whether the >5-year bucket and the
top-three-user concentration are actually reducing.

Open Assessments >

INCIDENT RESPONSE

Incident response readiness

e Should a personal data breach occur, Article 33 GDPR requires notification to Datatilsynet within 72
hours of becoming aware. Given Acme A/S's exposure profile, the realistic scenarios include
compromise of user01's mailbox (2,322 high-risk files including CPR-bearing AML correspondence),
accidental external sharing of a contract containing bank card data, or an aged Outlook archive
(15,234 files >5 years old) being exfiltrated through a phishing-driven account takeover. A rehearsed
playbook — with pre-identified data owners, a CPR-aware impact-assessment template, and a
notification draft path to Datatilsynet — converts the 72-hour clock from a crisis into a controlled
procedure.

DISCLAIMER

Processed under the EU GDPR and the Danish Databeskyttelseslov. Datatilsynet is the competent supervisory
authority; this report is not an inspection filing.
Danish fines are issued through the criminal courts on Datatilsynet recommendation. Maximum tiers mirror the GDPR: the higher of
€20m or 4% of global turnover (upper) / €10m or 2% (lower).
Safe Online - ComplyAgent End of report
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